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Speaker

• IT Risk Management Practice Director for Change 

Healthcare

• 15 Years Cyber Security Experience

• Member of DHS / HHS Health Sector Coordinating 

Council

• Founding member of Greater Cincinnati health 

Information Roundtable

• Strategic Advisor to HealthGuard’s eGRC

• Instructor for Harvard’s CyberX Information Risk 

Management course
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What Are We Learning Here Today?

• How to measure and mitigate risk associated 
with data security

• Understand best practices related to cyber 
security and business continuity

• Integrate security and risk management into 
executive and staff training

• Develop and implement contingency plans
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Really? What is risk?

• Tornado
• Fire
• Pandemic
• Malware / 

Ransomware
• Phishing
• DDoS

• Facility
• Data (Paper & 

Digital)
• IT Infrastructure

• Laptop
• Server
• Database

• Legacy OS
• Single Point of 

Failure
• Untrained Staff
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The Process

Additional 
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Threat 

Data
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Control 
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Impact/ 
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Analysis Reports
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Assumptions

Cost / 

Benefit

Competing 

Priorities

Risk 

Appetite

Culture & 

Politics

Cognitive 

Biases

New 
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Treatment

Risk 

Monitoring

Action Plans Validation & 

New Data

Key Risk 

Indicators

Decisions

Monitoring Execution & 
Effectiveness

Validation of Assumptions & Uncertainty Reduction

Additional Information Needed (too much uncertainty)

Discover

Identify Internal and 
External Risk Factors

Source: HealthGuard

Analyze

Decompose, Model, 
and Calculate

Treat

Evaluate and Decide: Avoid, 
Mitigate, Transfer, Accept

Monitor

Measure and Review
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Business

Impact

Analysis

Disaster

Recovery

Requirements ConnectivityDataSoftwareHardware

Business Continuity

Plan Development

Recovery 

Strategy

Disaster Recovery

Plan Development

Business Continuity

Plan Exercise

Business

Continuity

Plan

Disaster Recovery

Plan Exercise

Teams

Procedures

Resources

Business

Process

1. What would be the impact if

this process were interrupted?

2. How quickly does it need

to be restored?

What are the supporting resources 

upon which this process

is critically dependent?

Recovery 

Capabilities

Staff Relocation

Workload Transfer

Manual Workaround

Discover Analyze Treat Monitor
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Requirements (Inventory)
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The Details
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Tabletops - What are our contingency plans?
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Strong BC/DR Plans Deliver Value!

IT Service 

Continuity Mgmt

Critical Business 

Process 

Alignment

Meet Compliance

Requirements

Disaster Recovery 

& Testing

Proactive measures reduce risk of disruption to IT services

• Support business continuity by reducing the impact of disruptive events

• Reduce IT vulnerabilities/risk to the business through analysis and risk 

mgmt.

• Prevent loss of valued reputation in addition to customer and user 

confidence

• Create tight integration between ITSCM and BCM

Understand business impact of disruption to IT services

• Establish applications mappings to servers and datacenters

• Map applications to critical business processes

• Institutionalize mechanisms to establish and maintain governance 

Win at compliance 100% of the time

• Define, align with, and meet enterprise, Managed Solutions, and 

Corporate Enterprise Risk Management compliance requirements for 

Disaster Recovery and Business Continuity

Automate the compliance process…eliminate complexity

• Define and understand DR architecture options (SRM, HA, etc.)

• Implement technology to simplify DR Testing and Recovery

• Define DR architecture standards … enforce through Enterprise 

Architecture
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Questions?
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Further Questions?

Email John Zuziak

john.zuziak@ChangeHealthcare.com

mailto:John.Zuziak@ChangeHealthcare.com
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